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(54) SYSTEM FOR RETRIEVING ELECTRONIC DATA FILE AND MAINTENANCE METHOD 
THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a system for 
enabling an entity, for which access to a document in a 
data repository is permitted by a transmitter of the 
document, to retrieve the document preserved in the 
repository of a third person in safe. 
SOLUTION: A document transmitter 200, a repository 
manager and all the entities having the privilege of 
access to data in the repository have vault environments 
as the safe expansion of respective work areas. A vault 
of the document transmitter 200 maintains an access 
control list(ACL) concerning the respective documents 
stored in the repository. The vault of each entity having 
the privilege of access to any arbitrary document in the 
repository maintains a function list collecting the 
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privileges of access to all the documents stored in the repository of the entity. 
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ttwwi] x-^ • y^by • isx^Mzmazti 
( i ) x-^ • y ^ b y • ^^Artfcfcsa^- 

>- b • /D^At, 

(i i) • 7 r j ^(DTim K&m^-r 

%igl<n=L~ if • 3>-t°3. — 9fR<DW, 2 cd^— v 5 ^ v b 

t, 

iififafg2©:n— -y^y b • /P^ACiotrn^ 

©fE&SrHfrf Sfc*, iiffiefg 1 ©rt-S^ v h • 7*c 
up? 9 • 7r-f/HcS^S»l©3.— if 

[ff*3l2] fifffBfU©^— b • -fufyAti^ 

tew a 1/ 1° » - * <D%±?mmr>h <o , striem 2 

[ft** 3] S^-x-^ • 7r-f/KC*f1-SHfflB^lcD 

a— tf • 3^t°3.-^cr)r^-fe^#*(c^#^#x?)i 

«©CS£, tfHS^2c0^-v > ^V> • 7*p^7AK 

if • ayfc^-^HETlS^S&^irg- 
ts\ M**2Cfa*©§^e^X.A 0 

Krft5$2©3— )f • aytf a -?fO®30x- 
v>:ny b • ^P^At, 

iWflBfS3©:x.— b • 7"P^7A|:ioT7^t7 
2 ©a— if • aytra-^©T^-fe^W*l!:Hr5JB2 

©tafttsr^^ 

*h-6S?i©^— if • a>-t o 3.-^©r^-fe^#*i(^ 
«£-¥-*i5B«©£S£, ituiaigi©^-^^b • :/ 
p^7A^e,Mia^2©3z-v ; 3 i>- b • /P?7^ 

;L33M£:tf\ f§2©E«£Mfrf3;fc*t;:, *^r-* 
• 77^M:#t5l2©a.- if • ayta-^ror^ 



l^f-? • 7rW/^ s tfrE^2©^— i ^y b • 7"n 
^9At«fikS*t*«»i:, HfffBfglw^-v^y b • y 

P^7A#f^f-^ • 7 7-l'/Vtft5Il©a- tf 
UK 9,1-7*— • 7r^/Vtf s llfJiH|S3©3i— --y^y b • 

—if • ai/¥^~?<DT?±x&m%m£$'z>tcib<D^ 

Wt&fSti. «*3Sl*fciJ2t^-ftb^-iltfB«»S 

[!f*S5] Hfrta® 3 ©i-i y b •■7 p n^7A^tfj 

Ei5 2©3.— if • =*^Va—9<D&±ftmW?bZ>, ft 

4 i^ta*©^^ -y * x a 0 

[it*ii6] i^t-^ • 7r-r/n-*t-r5Hfjta^2© 

^.-Hf . 3yt^-^©7^i?:*#«tIJ#£-^x.3B 

»©^M£, BfflBfg 3 ©3:-^ y b -/P^A^t, 

fflg.% 2 ©^--Hf • 3^tr=L-^jcfiA.s^aft*e>u: 
[Mr#g8] BffiBafaaft^Jtxs^tbfcx-^ • y^ 

31—^31 yb • /P^^AtOWO^lBlIMt^T 

g!t&5J;5i;:iIl^£ftTV^ m*qil, 2, SfcB: 
5 ©v^ft^-Jli;:fei^S£&v'X7 1 A, 

[it*ii i o ] m^-* • y jk-^ b y M©gc£&m^- 
x - ^tiv'^rA ^m-f 5 *fe-Cfc o T , tufa 

^ • T'r^/Kcffi-rST^-fe^fiJP^y * b Lfcg^ 

y tfv'b y fliM^iifct^T-^cttsT^ 

ir x m 5 # a y - ^ © 3t#T ^ ir ?r V 
x b bfcfB«t?:^L, 

y #^b y F*3 t^TV^5m^7 ^ -^ • 77-f/Wi 
H-r 5 B »SrK*rr 5 ^ r y 7" t . 
fjis^ffi-ioTS^x-^ • 7 7-f/^orn^^ 

5 tifc-T^T © ^ y tf a - 9 %m$\-t 5 ^ ^ v 7 s 

iftar ^ -tr x © Srj^# £ ft, 5 1" T © =< y t° =. - 9 

mm £ ft 5 f-*T © 3 V bf a - 9 © r ^ ir x #«Ifait 5r 

tfJlBMiT £ ft fc T ^ -fe x #«IB® 4r WIS»# 
tf a - ^ 5 x t- y 7" t Sr-g-tp^o 
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[W*3gl 1] T~-9 • V^hV • isXT&mcftM 

9 • ?t4 ^(nrt^^mn^-t 
*-~?Km&tttf tbtitcn?'?-* • 7t4mz-m-t?> 

z> mm-r a > t° =. - * « it t - ftj ps-t s t , 

"Cliff -T 5 BS tffiffl-f - 5 fc ft £*&#ft-f 5 3 v tr =. 

[0 0 0 1] 

Si W L T ^ -fe ^ #J W ^ Hits § n» = #-c *> 5 f*- ^ 

{fctfsf (custodian) C±otflS}lJ, 8^*9*- 
[0 0 0 2] 

[ftjfewftw] vy-?m\t t<m*- • 4^/77 

T^Yy 9*f~*( (public key infrastructure) ( TpK 
Ij ) / p ytfcltS ffiCffi Lfcl#t i o 

[0 0 0 3]-fc loO^Vx-i-^-f/S^^ft^tb 
»7r^ /v 4 fc 1/3- K©#***<5 

•eta. ^SKt^-* &w©Bft-e, mm 

% *S7s y- A £> IH C v-^. X A P*9 <£> 3 > t° 3. — ^ 



ftS^HSa&Zfc) K^v^rt, ^L<|§£-f ST^M^fc 

5 0 x#» (#!-ftv^#©^) . m®xm&#%9 
[0004] xm^mi-M^-r^bmmm^x^i, 

-T 5 r b K i o -C*coS:#^«EfflBrffit?& S^i: £S! JL 
[0 0 0 5] JMp-^/vMtarH^r-fT 

#ffiL*St^C^§;Ai-^«$nfc TSystem for Ele 
ctronic Repository of Data Enforcing Access Contro 
1 on Data Retrieval] b 1/^ 5^l5^»#fFffiS (I BM 
CA998-030-8") X <9 f¥»i-IB*$ 

[0 0 0 6] 4:%n#«^|R|l$^&tl] LfcWJBtt, y >K 

*\ ^(oy^yYy<DW,=%xh%^mm^ob*ht£ 

So 

[0007] mmm\mm^t~wm, xmi^Mi- 
kirn, •rf£t>%])^vv a#m*fcift*ft-cv^5fc 

ft, #*c7?3--if^T^ir^i5jtg^#icW3t#^?>v- 
finn^St ic j; o t^:#- © S 5> r ^ * ^ ic Hf 5 £ 
[0 0 0 8] n°S£thfc^-— y 2 • T^ir^K 
5, r Jxt y h 5 of£f tftSf it©? ^ftr 

[0 0 0 9] 

aWi-t&tt $ ti6 tcD5T#i^*f LT7 ^ ir ^*Sr*-f 5 
^^rW£1-5/cfti^*1-5 r b #t*l5t«f©i 

[ooio] nm±, y h y fc^*^ 
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[0011] 

^-^©Hl ©x-i?i^ h • /o^Ai, ^© 
a.— if . 3>-t°3.— ^©^2©^— h • 

ffl«sy;* h£ft5„ rrogiUifSi©^-^;^ • 

1(03.— if • 3-y\£ 3.-^(4, H2©:n— h • -f 

£*-f5„ • yrJMcntr&lSi if 

»©^:E;a s ?T;bftfc*£\ r ftib©^M;$ s l? l <D^—i? 
•Mcfejlbft, Bl©3-- if • 3>tW«77t^ 

[0 0 12] #J©1i$tte:J;ftff, x-^ • y 

M * tlfcVf-f*- * lc» L T T * ir * ft -f 5 # a v 

tf^-^cD^cffT^-fe^wts^y^ hufctaftt^-r 
Sv-^^A^-e, -i;?-^-? • y ^ h y ©s^-r 1 '-^ 

*S^K*SfH-5©ti|l|»1-5*tfe*»iftf a. 
-OH-W^S g«£M*rf 3*xs/:/i, r©M*r(-J: 

fcV-^©T^ir*#*i!E«&Hirr5*xy:/£, H 
if $ ftfcT 9 ir * #«iia»Sr«#SrS It 5 = V tf - * 
i'fsx. 5 y-r- -y ~ffr h & 5c 

[0 0 13] £ P>l^iJ©fMlS-<£ftS^ *3§W4, x- 

by • ->-.x7 1 Art©'>/ t e< t % i ocdb^-t-*— ^ • ^7 t 

/l^©7 * ir * #«! 5 # a > t° = - 9 Km&tt 



T ? ir * tt *• - © T ? ir * « * % * T 5 H «# h ft 1t 

^yAfti^jsft^ftfc^-y— * • 7r-f/v^S|-f 
[0 0 14] ilB^^ASfcfi^feSrH 

[0 0 15] 

H8W©HlS©^ffi] ^H#©f*W#Sr«ffl-r55:#y 

h y • >-^xA©^©iBttSrBi i ^-r 0 

{H#10 0i4, ^©SMl 0 2§f^LT, fHttio 

X#©9f=t*t LT, 5T#?Sff#l 0 0i±^r©3t#-© 
ft^ii, h-t 1 0 6 rfg^i? j ^pSSrfij Q ^ 

/n- b-r^<Dxmv tfi? b y • if— If* 1 0 4-©S 
ttl 0 8Sr^L-CX#SrBt9l±l1-rt*ST?#5«s, *K 

[0016] :©i5 4»^7Am —m^, 
in* x«sflr#i o o*>6»te**Lfcjt»ttflHwi2S*i 

ititts %*K«7:14:3t#©Bt^fif(cPJgLfc 

^f#l 0 0©S5«^-tCT^-fe^-f 5^l?* s &So @ 
*=3f- SdT^ir^-f Si-tt, X#^ft#10 0^, BS-^- 
g S-HtTl" S ic Bt#«SE^g* £ ft 5 bJ^|4 
©fcS^-icttv >ot? t § ^-lA'S-^y-f >7?ffiffi-C 

tt^©^^-^*«^- htlOB *S|tgf4fcMLffM 
$Ji5ttlA (El^iir-f) 4r^LTffiffl-C#5J;5{--f- 

[0 0 1 7] ^^^—7-^3-7-^ • fcTS?** • ^ 
X • n-^Wi/g >-©*a#fF^5 4 9 1 7 5 0t 
!4, TMethod and Apparatus for Three-Party Entity 
Authentication and Key Distribution Using Message 
Authentication CodesJ t^S^S t ©7?fe5 0 r©#fF 
2#4fcf4*ftK±©jlft^- b^ffffl$ftS# 

T*ffl$ft5®5«©-fey v'a V«=a^-©|a*?r"sr^ 

-A©Tt?^ Sftfc*-* fcO 5 ^ r ft i: mW<V{\!!LCD3: 

-}*-mm?£h<Dx&ox, BttK&w&M'n-^mz 
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[0 0 18] Lfc^ot, S:#^-S»3IW*K§^Bt# 
^$3x4V^3R©^7 l A (01) T*f4> SSH^fcDWS 

y h y nxwo&^vm 
Sfcov ^Tifffi-e 1 5 t> cd -eft itfttfft & fti \ 

[0 0 19] *ISIKcD»4LV^**^fficD^C#y/}^> ? ^ 
U • WfAtt, I BM}±i£fS«£ix7cl 9 9 7^1 1 
2 6 0 tttHcD TSecure Server and Method of Operat 
ionfor a Distributed Information SystemJ b^^O^h 
#CD, *H#fFWS^9 8 0 0 2 2-§-CD±JgT*fo5, IB 
M Vault ReglstryJJfiSffiffiLTflS^-fSrt^-et 
5„ *H#WW«^9 8 0 0 2 2f|liltJ: !3*:ffiiW 

• (Oji&^&^ftS, IBMVault Registryf^pfi, 

(Vault) bm-£ftZ>fy'<Ti'\-W$t<o ! £±t£%L 
3S£Hft-f3, telwe bf— ^S«ESrlifit-r5. icD 
v-*^ A ft, ft^-ft^S* * ft 3 :£**3 <fc Tmv>?—9 
^^cD4*cD^^y-fc^<#ff-f?>i:^5, 

ffiLt^7^f7y bd^T^-fe^^tiTcit^-iCcD^iffl 
[0 0 2 0] 9>-;vbcDffi$grt*«, -fy4^—(0 

-/v h cDFjf**i- ± o r*« $ twHtffl t? 1 5 mm 
m&G-rSo y nx-mi s t°u >?? a 

7A • t'^iC ioT^BI$^lTV>5„ 

a) y*~/UY\H^mfti-%y°v 177 MC£ al 

ima uc&m7°v*x ic^commmrnxz % *. 5 

b ) cd -etbf^ ltv ^ b cd 7- ? nmm 

[CT?±7.X%, fo<D*><D\£t£T t£\/\ 

c) ^-/VhcDgf##l£ioT, ^-/W r ftT'CD^ 

d) rbn^cD^Sj ***RfCfc»K:»iBS 

[0 0 2 1] 9>-/VFFiT-tM57"P^7Alt ^ 
D?>-/VK *fcii2V^cD<&|idr •CD^&T^-fe 

* &*rt- sfficD ^>-/v h tint asrsit 5 r. t 

3 0 -jRfc, £.tibcD^>-/vh«^IC^-/vh • f- 

_htcIE.fi ^ffl ft 5 7t * fc#jI<DSB 
iB[;7^txt5-.it#. c >7>-/W h • ytfv? 



-mnnmxix tmt^bmttnm^* 

—>v Y cDBt#ft 9 £r 9^it U * cDx- * £r 

: &%9°*-A'Y<Dm%*—tpX>m%-r?>^b%mir^b 

* * - CD if *> b ! 1 1 jSS T * 7, -T 5 i t ii T t ft V \ 

rtii±, ap 1 ^LTUff $^5„ ttt«r\ 

&mm£Atiz> r. t tt. # So bijcd^-t 8 ^- vt. r±, 
ft a # s r. b , *. jx t* s tl - h cd 7 s p 

(return receipt) J &M&£tlZ 0 
r*f£j «fgf±, ^cDi5ft^-t:-^-/vbrtTtt*Sr 

a) T-CD-^nir^ii^T^ftV^o 

b) :/p-fc*raffl«/<y7r&*feSf3«te&*-f 3fc 

c) ^Jg^|JE^t^TV^5 0 

[0 0 2 2] ryy>r-->3>'^||Ir7-^-;Vh^cD7 i 

T 1 '-^-.^ feSV^Hcf*— r^B^ft (op 
aque) j SI tLtMtSS (fctigt^x^h 

^^ttirftS i 5 i£->y r/Wti-5) ftllcDffiEcDiyx 
•f-5r.t/5S-C#?>„ r.cD7FSHJttfgti, *v9TV?» 
f 5„ 7c 7c L s ^CDrt^tt, SecureDepositorTT'y <>" 

[0 0 2 3] IBM Vault Registry*^ Srftffl Lfc^lSB^ 
CD^SLV^HS^II^, Bl2icl&H-C^-r o 
[0 0 2 4] 0 1 iC^L./t-^^Atra^l!:, 0 2 

• f— tT ^. 2 0 4 fc CD^ 2 0 2 LT^C#Sr*fei- 

sr.t^-e#, ^^ic«fe3:#cD)5/T^-#t lx, mm^ 

- h^ftt*cD^J£#2 0 6(£, ^<D^cm^<DT7±7 • 
l~<;v*mv)^XZ>T.bi£X%, r.cD^H#2 0 8 tt, 
i^S#©*y b^-^«^2 0 8^7>LT3t#y ^v 5 

r y • t-t*x2 0 4rti'J)5if^77t^t^5i 
5t£ft5o fcfcL, mm<Di/ 77 barney . s:«y 

• v^irAcD^.— ?\a±. mH#5ritfflLry 
h y ftcD*#7/ y -/v KcD«^t4^|»$*5«» 

[0025] »s Lv^*jf^cD5:#y jKv 1 h y • v-^ 

— ^2 1 0*3iU«r7>-/v h . 3 yfn-7 2 14« 
X5„ r/y^-i/ay-t-/-! (AS) x-^^ 
-X • IJjJf^b y 2 1 2^flt5/P^7At*o 
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d-7 2 1 4 ft, »©«)&MiS, ■f-4fc>t)fflSiJfcX# 
38ft # 2 0 0 *5 iVH^- ht2 0 6 [Zffl <0 ST P>tb 
fca— f • $?>— ;V Y 2 1 6 , 2 18, Tr/y?-— i/g 
>• • if- /^2 1 O^JUS-Cfo^fcAS /Vh 2 2 
0 , ft h Xf\C V* -/VF^c^7A2 2 2 ^tSo 
[0 0 2 6] a— if • <?>— 7V h 2 1 6 4fcf2 2 1 8 til 

a«^isieiis^v^T^>-/v h&m*) ^xhti± 

a— if (XS»«#2 0 0*fc!«a^-b^2 0 6) 

fc 1 1 as r 7 -fe * -r 5 r. t as -e £ 5 . fi * © 7* -/w b ti 
:£#t-7-<-.x2 1 2 dCST^-fe^-rsr i?)S-e# 
T, 77"fe^liAS r/^ — 71-- b 2 2 0 iaXXfT^]) >T— 
> if-/^2 1 0%jn,Xfft>tbZ> 0 
[0 0 2 7] T-fytr—isa > • if- ^«S*2 1 0 

ft&V^S, fffro7*7 7 b7^-Ai:T^tf aTt^Cfe 

5» r^y-^— ->3 v • f— A<r±, ^v-zv-h • if— /< 

2 1 4rt{C&5rtl(-»Jl9STfctvfcAS^-7Ph2 
2 OfoXMr £tL5£2 (reciprocating) «Jj£gifl£ 
frf6„ A S <y^t — /V Y 2 2 0 {4T 'J 7" — > / 3>' • if 

-^2ioiifnritj)t), iffl/^y^-v'sy' 

[0 0 2 8] 03 fit, *^H7lcr)$f*L^II»ffitilJ; 
5, £#f^j£©:/nir*£;^t1i;HI2^&5o IBM Vaul 
t Registryitft^ffiffl-r^t, /H* 

[0 0 2 9] 5*-^ • y h y rt-c:s:»*rm£-t-s# 

~/V Y tCj&ff £ft tfn y 7 3 0 0) , i iT'i:#(4a 
-if- /vh©®****— c rw^j (7" 

P773 0 2) 0 

[0030] "f~9mM<Dm-m%t\i, m^^<o 

~<Ff-9-%m<»94 Y SrtMff-f-S r £ Ki£ •? tfcffl 
t^T*t5o r©7V Hi, -trdf-rL y-r^ 

ftJrili MD2*fcfiMD5 7*'-l'v^* 
hO»^12 8lfyh) T*fc5 0 Jill!:, ^tbt±-*-[Bl 

v?^* h^-r5«-f®^2<7)^L--r^-v ; ^mo(-t6 

^^xl-ti, »^tr*f-t5Btt%fe5o 



5r tmzt/uEfo<OW^\ 

[0 0 3 1] JSfeV^T'x— ^gSSfWTVv^;* M4, a— 
if • ?>-/Vr- • T^y >oiiii6f*^-^ft 
oTBf#ft$^5 (7*077 3 0 4) 0 LV^» 

[0 0 3 2] <&M*-l*-l§-«M£ffl-r5i§£\ 7/!)7- 

^M^-tt, M^-iix. 5 o o^KMxV ^hyoi 
b y • f— tr^«r^L.-C, -t-^-Cda-if 
^ffiffl-C§5J;5tc^o-CV^„ ^H^-iB*^ 

[0 0 3 3] ^BH=¥— BS^-J&S«M*tbS t^. ^PS^r- 

[0 0 3 4] S6h»*- SBfe-ctt, Rt-^-ftt Bt^fSroPa 
[0035] zr-?nm%, yy^&fcZLmztiK.ttffi 
[0036] $ bims^mnx^x^^ t, Bt-§-ft$ 

st>t^T7°y ^- -> 3 y • if- /*©t?^— /vHcSs&^jx 

5 (7'ny7 3 0 6) „ Bf ^b^^fc^^gft^S t 
(7'B7? 3 0 8) , T^y^— >3 V-if- ^«f7> 

-/vbrt-entT^^ryy ^-^3>-i4, *ti&#<z>m 

[0 0 3 7] S^-Sfj5:IRi-33V^T, l-*©^fiEt!4, 

£fo±&mA®mzm-&ibtitc-t'<x<DmmK *mm 

#(-3oit5 r^UAj 3oit>* r^Hj co#flt-ioT* 
«tf*Ol« if * <«EE$tb5©&BS<-fc * ©#SiJ 

xv'^/H-^ro^liEtt, a— if^^y tfi? y y 

5* y ^t/VJCf^ftftif; 13 ttE bfc 9 i" 5 ©*P^ 

[0038] temfazmn^^a^ pbot-^s 
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[0 0 3 9] ^W^T^y ^r— >a > • if- s*<DV*~ 

i-s^-rs (/n?^3i2) „ jcwmmm*h%nm 

o fcx - # fiSf ^-f b $ ftT V ^ 3 ft, T 7° !J -jr— ^ a V 
fr3 0 T^y ^--v-a > • if- s*<nm%ii, VtfVhV 

7C) f-^LTfiEPJ-f 5, ^ffi^tiEPJ (non-repudiation 
receipt) fcfcS. 9 h 5 iTOtS&fftSL 

■tt>, st-y^by •t-^ciotjg§^5r 

[0040] s:#i8fi#co^|i^ 

if- ^coy /Kv? h y ^fciiTT'y 4—^3 v • 
-^fcHHrtsna (^^314) „ ^jg^ESii, 

—>v bicmit £ *i S (7o^3i 
6) o xftSflWro^-^M*, WH^fcSftfcifc*© 

JM. • ^^©f^fEfflii, T^y ^-~>3 >-(cft# 

3 2 2) , i/*^ AdfHIS^ftSo IiEI^IELV>m£© 
to-efcjia, a-— if©^*-/VbftT*||fT;*;ftT^5 
T -/y >jr— > g yfc, s:*^y ^ b y (c^$^tv> 
5 fc©i£^s£>glc&ofci§-g-, #^115(5 £#*©# 

(fffi P -tf/WC&t LT *5 < fc ft fc»flr #3-if KM 
f (7*p y^324) „ 
[0 0 4 1] £»§{f#t3:, ^©fcftK^-^Hr 

■eta. fceu #«y ^b y «, *&»£tt;5:sc#© 

[0 0 4 2] 0 4i±, *l6W©»*Lv>iaeg*l!:J: 
5, r^ir^fflfpyx b (acl) tm-iiiZ&Jcmz 

mK, rco^cirx • ^f?^ii, ^-y-^vw- y* 



[0 04 3] S]4;^£&ft5i:, H^tE^S^©?* — 
/V-b • T7*y ^— v-3 Vi^LT, Ty°y^">3^- 
if- a?- yjjfv?by^C)5:#Sr5l9til-ri5{-S*L. 

0 0), HjKtc©!?*— /Vb • T7°y 

if-/-?©^- /vbivites-rs (^^4 0 2) „ 

[0044] r^y-y— >3>" if— ;>b • 

^4 0 4) , Bf^t:£#:fcJ;tf&ff#©<2rBESf*g£ 

T/y^-^gy-f-^^^&SOfiit (7* 
o y y 4 0 6 ) „ 

[0 0 4 5] 7/9^->3y • if— /^(Dtf*— /V b • 

xsfwt*®^- ^bi-^ft-r5o T7°y^— > 3 y 

• if— /<»>»— /vbiiSfc, ^jJctEW^V— /vbcoii 
SiJSr^f#cD^*-/P H^fTf 5 (-fn v t 4 0 
8) „ 

[0 0 4 6] ^fi#coiy>-/vbi±, S^TE^^Srlt 

i o) „ »t.L^mm^m-cii. xwrt-t^u 
|5I1-2»ISlC'f£ffi^^5T^-fex$iji»y x h^vxmn 

^m^£%>. Tf-k^mmV 7s b (ACL) i43t#(CM 
«M-«±5^ ^««ffi#©'»-^brt^^*$« 

-Sr-^x.f>ti5fc:i1-t 5 &5„ 
[0 0 4 7] ^P^O^f* LV^lfe^jlltitl/fi^ 

^ ir ^ SrttlE-C 1 5 <£ 5 i- 1" 5 fc ft Iziflllg y ^ b ^rftffl 

i-5^t*s-e#5o «tMy^bit, !|#sw3.-if^ry 

s„ g3fts©ftltgyybi4, i^©^>-;ybrt(r^ 
^ti^-lt^tiSo ^7ni4, -?r©y ^ b&^s^-ta 

ffiy ^ b^ffl*5i«»^o^TJ4, HI 7 lt 
[0 0 4 8] g*7n^5:#^®T^-fe^SrfFiiI$tLTV^ 

[0 0 4 9] gl5lC)itft, MtTC^^cDgSl 19 ?rfF 
3 V!i5C#£H£ ^#Sc L (^Py^4 16), ^IjE^ 
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M-T (^cy^4 2 0) „ 

[0050] S£aqfte£ftfci§£\ fSfi*teB£^-*K 

-TS 0/P y ^ 4 2 2) 0 
[0 0 5 1] if^Sc^tifc^ff^Sff-rst, ^*t£ 

[0 0 5 2] 3^#©<&E&*^ 3i§£\ 
g*5t» h t Jt©o fc&E&^-g 

A • * * y^tM LTff-Jf £ ti. 5*7c^X#S: y 

5 (^n^4 2 8) „ ^occo^V-zv-Hi, Bf-^ 

^hy^cMi - (^nyM3fl) „ ^ibi-M*^©? 

a- hti, iffimmtr-?]) ^/s^ • 
^-A'hKteaii-a (^^432) 0 r^y^- 

XTMcmmZfoZ (7'ny^4 3 6) „ W^^BE-e 

<rti-5 (^^ 4 3 8) „ 
[0 0 5 3] JC#5tmU(cM-r?,T^ir^ffiiJ#P<Z)?FS't4 
(immutability) fff^cT) i 5 t£, f*-* ■ D jtfv 5 b 'J "C 

5i©3.- if ff ^ftET*£ 5 t ^ o r D # 

[0054] ^r^ir^MtPw^ttco/cfecoryy 

1) 3.— ifasHjii-sffFBr&^^bn-cv^-t-^-cos: 

2) a— !F^^(cS:#<D^ffiLSr*fT-t-5i:ti-, f- 



[0 0 5 5] t^t07^!)^->ayit 3t#®t±}L 

[0056] fcyjfu — §s©ryy-^— >3^-ci4, is 
y h y £M#re# &z.t ^^x-^i^. fctpt 

»s SjftSoS^roSr^T^-fe^^ii-rs^BS^ y^ 

[0 0 5 7] JcW<otk%tirX'tetj; < JcWnmtti LB#©^ 

##^IHB#i-^:ttlLfc rsystem for Electronic Reposi 
toryof Data Enforcing Access Control on Data Retri 
evalj tV^ 9^#®tM| ( I BMH#tSCA9 9 8 
-0 3 0f) ©±IT*fc5. rcOi/^T^ATti, T^ir 
.X{)5lJ»|'t#iiTy y tr-lsa V • if-^rox-^^-^ 

/y jjf^b y icfe«^^5 0 
[0 0 5 8] a— if^g5)-<D3t#r^-fe^ic|8i-53fi* 

BI6^V^LB]8©«^g]I^LTfB-Clft^-t*5o 
[0 0 5 9] SfSLV^Jfe^Tii, #s:#i±, 

H*ttlte>ftfcr*-fc*i6!J1*P!; ^ h (ACL) Sr#f 

v v ^ittt if fc r ^ ^ -r 5 r t © -e f 5 ©l#* 

[0 0 6 0] ^FStt^f*E-r5fc*(-, #ACLJ4, 0 

mt^LT, #«fgy^bii, S7(c*-rJ;5{-li 

[0 0 6 1] i6a^fe*5J:, AC L^^Hf^tLTV^ 
5 t * yny?500) , 3*@f*#© h ii 

^ 5 0 2) , T^±^^g.<0^4-f (T?±7-(Dmn, 
t£3S, 4fcl4MK) SrBfcB'J-t-5;* yfe-i?*, 

ix5 tfv yir 5 0 4) „ 
[0 0 6 2] #ACL(ri4, ^<D^M(D{^'sE(D/^-Ja 
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£6. ft 3 C/ps/? 5 0 8) „ ACLW^tt^KE-r 
5fc*© h — ^lo&s, ^©fc^ACL^gfliittttkftT 

ft, X«8«f ffl b iao tf « (:/p 

^510), ACLfc, Jt#^f*CD^-/Vbi^ < t 
oTS££ft5 (^'n?n 1 2) 0 
[0 0 6 3] AC L b-^Vtt, #3feraACL^BEW/c 

^tc3.-ifcDT^-fex • r^y •y— >3 Vtftir^^ 
hy^:tSit5fc*> 5:»-»T^ir^^fF-5I^ftT 
v^ffit©^— if'©"7>-^ b^&IS^ftS C7*p s> 

ni4) 0 h-^yis, 

fa%<»*f*9 hy/I^SSJiS (^n^5 16) „ 

5©T\ JfAC L^ff©^©-efe5^^»S^ 

[0 0 6 4] ISI«^-h^ s S:#SrSt*)aLfc^it 
(4, AS <?>— h • T^U -{r— ->3 Vi±, ffT3zt5co J: 5 

t-sf ^-ft $ ft fc^:#sri§ff #co r» - yv h z> 

(H4©^ny^4 12), £»g{f #© <?> - A- 

?>-A- h fctftffi 3 ft-f tctfE-r 5 :il«ofc< -e# 

[0 0 6 5] ifM© i 5 ic, y b 3 F^©X»Sr@fW 
LTV^S#a- ifti, #ACLOjEUv^ 3 y©i 

a.— 5* • ^-^MCiotft^^Tl^ACL^- 
v^Vte, sl— If Of** * h y7°_htC|Sft<3$ftTV^l- 
h-^Vfc^~1f©!7>-/Vhftl£|&#rt£ftT^ 

-)v v n imm ^tv^acl ti-t-3 &»© 1 o 

«p sfirvmnh D , a— if ^Sn ^>-f-5 r £ 
ifOACL^tE^ftS, 
[0 0 6 6] AC Lf&fEl"jfeI£Lfci§n\ ^--if©!7> 
— A-h • T7°y ^r->3 >-!i, ACLCioTfil^tl 

itSrgfttet^jh-TSo r©£ 5&:£«©T?1r;^fg 
tKfifl, 3.-f s ^ffLV>ACLSr#^-t-S!i\ 4fc(4iE 
#©ACL*HigIE-r54T-^M-r5„ fE#©ACL© 
SISfiE^n ir ^ K (4, :x— if © - /V ^ [-^^ § nf c 
ACL h-^Vfc^— if©^*;? hy^iliJM&Sfifc 

[0 0 6 7] AC L^Hif^ft/cfct, 0 6 JC^L-fc;*. 



[0 0 6 8] #-3-— 1f©9>— A- HI. a— if^Sr^-fe 

^T-#5-r^T©5:#©y * h %^t?m.m y * b©iw 

?rffla-r5 0 «ffi!J* hg#©SMH4 (currency) ft, 

ftSU^ftSo o£!K a-if^#^T^irxT't5fg 
^/©^E ttf AC L©3!§t) y-t— v 5 ^^.— 

if©^-/vb!-#ffii-5t (/n^5 2 0) , a.- 
if • ^V-/wbrt©«fgy ^ Ri^-v^yfi^- o/p 

^52 2) &£X$mm<TJ?4 & • ^^y/ (:/py* 

5 2 4) irioTgtbKii-JEff^ftSo *fgy^b©:E 

3 ^#*j8±U«^^A • ^^i^LTf+li^ftS 
(7'n-^ 5 2 6) „ r©b-^y-i4, a.— if©?>- 
*Haot|*Jjl (^^ 5 2 8) , *tgy^b 
tl^«^**Sft5 3 „ f-££ftfch 

-?ytmmv * h±, ^*>b i ba.-if©!7*-/vh^ 

tettSftStf (^^5 3 2) . i 5fc 

WiT-r©tV«S6!)^ f© Y — ^>\±^— if©x* 
* h ^^±i-ft#3^ftfc Vi*j-JSLT^5©T\ 
a— J* © h 4MB y^ht * ft K 

[0 0 6 9] J&ft ©*t^ y ^ h Sr?** ^hy y±^«Rtt 
^ft/c*fiSi-5a.-1f© f-^y tl^Wft^^-S loo 

a— if ^ n tfc^ic i mmit 

5t©-C$>^ (7 , ny^ 5 3 2) „ a— if ©t*^^ by 
7°(C$>5 b-^>-©E»$il, a.-1f©^-^brtiC 

^*#$ft•rv^5-fi-v^ b-^ yt^t-g-^-cf-^i/^-r 
hyT'tcssflrrsrfcasi'ts (^^53 

4) „ n-if©^^ by^Ji-^iS-v^ b-^y^Bt* 

[0070] a-if©^^ hs/yjiicfes^fgy ^ h 
n^yLfciffio«5^ b-©M*f©«W?r, 
[0071] ACLtSfgy * bSrflft^(c-g:^ii-5fc 

*^i±, i/^7 1 A©S«t^oTV^5^ (fctx.iiIB 
M Vault Registry%&) t>K v**~^ V MT*$te$ftfc 

^itft«^^^v\ ffifgMSf©^»©«liEii, fcti 

[0 0 7 2] i©^df— A©3g* N ACL*3itK«^y 
^ M41--<T^ft-? ? ft©FJf#*fcio-r»«^ft5„ V 

i/£<, ^:#©r^-fe^ft!ijfpy ^ b^^M-rsr tttr 
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[0 0 7 3] ftUH^T^y > • f— /<!©!?>— 

A-H-ioTHfiSftS, *IPj!#©ituS©I^R«iljStti 

^ J; ftii, a— If tf s T ^ -fe * &ff^ § tvCV ^ 5:S:#© 

a.— if g#co^>-yvb • r/y^gyt 

[0 0 7 4] F^^#tt»tiJ^T^(rJ;oTf4, 

[0 0 7 5] *3§PJ»$?f;LV^ftJF^I(::£;frf4\ AC 

-So 

[0 0 7 6] mtfACL©MSr£ffc^5£§\ MS?£ 
tT5 3-fil ^r©ACL©ftfr©l-£ftt H-^vSr 

*g^1-2>r i^-rt&i^l&kft^ (^oy^ 6 o 
0) 0 h-^VH:, JS*fSrfi : 5 3.— tfg#ro^ 

4) 0 JE*r&fr5 3-~ ^r©5:»OACL|!:f(5ar 
^-/I'hB^ft&fcWLT, li^r^l, a.— jf©? 
8) „ 

[0 0 7 7] Igffl-*©^^— /H^S^SrtT 
;£*^©T^ir;*£r&fET't5i§£\ loi^ACL 
^y©/^:— v? g y#-^-t^-r A • v^sftff©t>© 

-efe5*1^ (^'nj/^ 6 0 6) , ACLfiSfr^ft (7* 
Py?610) , ffbl^ h-^^^^$tLW^$^T 
(^Py?6 1 2) , 3Mf#©?>-/vhic*&*£^5 
(7'p??7 14) „ n©iff LI^W£tt# b-^^tt, 
Sff7n©^>-^ M-i^ff (^5-^6 1 6) o 

r©jEff7C©^-^h«, SfL-^b-^ V^t&ifrt-t-5 
fcft^MffTC©^^^ hs^l-sTf (^ny^ 6 1 
8) „ SrLV^&tt£ h-^fttSfc, JJjKiJMJH:* 

«-r5fc*(Cfi#S^T^y ^r-i/g V • f— /<©? 
t-/vK«t5^i:tt^5 (^b^6 2 0) . 
[0 0 7 8] r©#]lllic[i, ACL©Mif5r^TT*^5 
A^ST 1 Afctf-efc5r t^^X'&S, fctx.fl, 
XWffittWay (John) flSft:IIR-Cflct?J§£\ «l±|^ 
M©^Ty- (Mary) fc, 5T#© A C L i^Hf 6«©S 
St© tiaot, m^tt^A/T' 

v^Ki:t»©ifoACL SrHffet 5 i. 5 i-ffF 

wtsrtms, i^v^-^ry-t*, §#©?*- 



^©ACL©ffbV^^#^ h — ?>%:S:tfM v ), Pa 
[0 0 7 9] ? s —ira>s<y*Ty?'&i.XfmiS. 

5„ r. time t*.fc * v • ? y v y^ tn mmm 

[0 0 8 0] /<y?Ty7°liC$tsb%!& : g<Dh5,1r~-? 
Si, ACL (T7°V fr~—ya y • ; =f~-$'<— 

x U= tc \-ffi h © if 5> fcteitt $ V ^ # 

*xAir:M-f5) > AC L©^fE I— ^ doitF*fg 
tt» ACL*5itf«*y ^ hroJE^Wc-^SixSBr 

[0 0 8 1] L-fc^oT, ei**^^— ^Sr^Tci" 
5 ^©«l V«rMW--r 5 fc K . J^T© WrA 

©^©^-< a 2 -e3§£ tfc tiss-rs. 

[0 0 8 2] 9>-;vhi:tS«JW;Jt7-^^ 
acl, lip^ fciWfS-TS b—i>yn% 

#^©r^-fr^^fF"BI^tirv^^-— ifH, ^-TA2© 

2 i •3Sfjlc^©ltPI^5l , P^$tifc^^ ^r©a— if 
X*58fS#^ACL h-^^0^*y^Sr*tff 5 

■f--^-C©a— iffi, ^^x-^ffiTC©^^, ACLjo 
[0 0 8 3] XW^~?'<~*<D3i-ifiU%£fo. AC 

l, mmv^b, ts£xf9*—/i<bimm£tiitb—sr 

iiJPStbfc^, ^©^-^^-^©mjE^i-^^fc 
fc*, x-^-<-^(*l!-#ftL7SV^#^©T^-fe^^ 

[0084] su©^-^ ttt, mm ] jy-b ttteffl 

i^tt$tb-Cl/^^7 t A©*a-^fe5 o ^cSt 5 -^^ 
-XjoitKAC LdS^7C$HT*59 , ^ 



-10- 



4 a i x <o mzM9.is fo±A c l zm-tz-t^xtojcm 
-r^x<Dxmmmft a c l srH*f l& tmt*& & ft 

V\ ^©-^SSfc LT(*, WS^^ACL (*>fA 

J;5(-«*-r?.r bXhZ> c r«MSff4gii)-e»ft<^ 

[0 0 8 5] "f-9-<-^(D^m^mnt£nfh\tti:h 

*v^*e\ y h y £a#»«7G«, 38Wf#*:E*i 

[0 0 8 6] IBM Vault RegistryMn B n^£.ffi Lt 

3«#K:H:aHT?*>55. £ ©14JC& J; 3 S H 
ftffi©t£K©^IE(i, ^#©#fT»*<75^H(^J;-oT* 

[0087] st»iLr, ^iSMofll^tHLrfiiT 

[0088] ( i ) 7=-^ • y jKv? b y • aic|& 

■^fAtfcot, ( i ) 7=-*-? • y b y • v^-r 

7=-^ • 7r^;^ ©T^ir^tt^ir-fSSli©^- 

1f • =iyt°3- — ?fft<D%i2(D=t~i/3i>-h • -fa^fyK 

tzum-tzmmmmt, mfajgio^-y^yb 
u^yMz.xoxr^-^^nmxh'omn^^ mi-f 

-9 • 7r<lMzm-f5T?-£xMffl%yx b Lfcl^ 
r^^r^/WBit, itufBfg 2 :n>- b • 

X— ^ • 7T4MZ&t%>% 1 CD*— U* • ayfa-^ 

mm-cwmit^TL^ s«©sm£, us i ©iE»£Mfrf 

tuSB^l b • ^n^A^fciuBE 



t"— ^ • 7r7^^ltrtB^2©3i— -^iy b • 7-a^fy 
V h° 3. - ? © T ? i? * #*t £r ^BE-T 5 * © b % ^ 

tfV^xA,, 

(2) sfriaisi«3i-v J ^>'b • ^n^9Ais*tew=i 

yf^. — #©^£ftfe!fi-e&?K iufB|?2 ©:n— -y^y 
b • TW^A^l©^-—^ • 3ytV-?©S44 
BSS-Cfca, JilE (1) t-fEf^gc^fty^xA, 

(3) n* 1 ?—* • 4 Mcn-r ^mmmi^— r 

M£\ fl!B^2»3i-v ; 3 i>-b • /p^7^f)il(D 
a— If • 3ytfa-?^i5#g^$f,t^ _kf5 
(2) tstoSift^^A. 

(4) i^f-? • 7T4Mztt-r?>T?±xmm$:# 

b • ^n^Ai, BrjfBfS3©a— y^y b • 7n^7 
7r^^t*ft 2>|?2cd^.— if • ?(DT7± 

*mmm-r&m2mmb%^^ mi^um^m 

if • 3ytf^-^©T^irx#*i^#£^5g£§© 
Sl^r, BtJEfftl©=t-yVy b • yp^A^btufE 

©e«*js*r*-5fc«>Ku • 77^/n:*ft 

7Atf>p>itfrfei?3©3i— b • y°vyy Aicex.5 
•7°u>r>7Mz.im&j(iz>m^ tfjtami©^- 

7i7F • 7 0 n7*7A^iff^^ ■ 7 T-4 /Vfc*f-fS 

v>iV b • 7°o^7AiC^$^5|tIic, tf1E|gl©3i 
-v=i>-b • 7c^7A#iff-^ • 77-f/H:*ft 

Sfc*e>©#S?r-atj>, _h|S (1) (2) (c^Tti 

/O^-iSSc !B«©gt£fr y^ x A„ 

(5) tEi3©i-^ayb • 7 P n^7A^tfl|Sm2 

(4) t!B*©S^:ftv'^7 i A 0 

(6) a^-^ • 7 r ^/Hc*f-r5Hfita^2©^-if 

KSr, WISH 3 ©3i— v^^y b • ^9 A^^ifjfa^ 
2©ct-if • aytfa.— ^i^^S^SSr^ fel^tf, 
±ta (5) iaa«©^/ c ey^7 i A 0 

(7) mmmm&y—'^&'Str. ±e (2) *7tit 

(5) icis*©s^y^xA 0 

(8) Miaaff^ioix^^^Tcx-^ • ysK-^by • 

y77A^©-f y^7x-7^$ ?)|;t^ wM^yf 
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SiSKfra^ftT^S, _hlE (1) , (2) , *fc(± 
(5) ©vvffta*— ^tlE*co^7£v'^T-A <> 

^fAoSMftifj)?.^ _kta (s) i^ta*®^ 
do) t^f-^ • y^by/Bcos^*^-* 

# v v y $ *i it n^-f- 9 K*tt a r * -t * * 
fciast £*u y jks? h y mmmtstbx^zm.^ 

H $ fht'-f^X co 3 v t° 3. - # SriaS'J-r 5 * x -7 7° t . 
tfrtar ^ -fe ^ cosm Sr^« ^ tb§ -r^r co 3 >- 1° ^. - ^ 

coT^-fe^#Mas^Mff-t-sx^^^i, tfrias§r£ 

e *. 5 * 9 1 y 7* i: 

(ii) • yjK^hy • ^xArttcfe*$ti/c 
-c&o-c, ^-^ • y^by • iy^T 1 Art^ 

tew* £#-r s 3 >- tr » - * fc it km m-r 5 #s t , ^ 
— * • y tfv 5 b y • v^7^ftco/>&< 1 1 locofl;^- 
x-* ■ ^r-f/^coT^-fc^i&H^-ra^vt 0 ^ 



(12) _hfa do) icmm^m^^yt'^-^xm 
^rs^^y, 

[0 1 ] ©H*fiM?#**Jffl-f-SX»9 by • 
xAco«Bg-El-T?&5 0 

112] HlirlBI*, L^SIJfcJgflB-eftffl 

sns^*-/wb5:»y y • ^ ^Afc^-t-ttiis- 
[05] #3BWfcJ:3:^fc*©:/nir;*£j^ft;h,ig 
"Cfo -So 

[0 6] **Bjco»*Lv^*)#sli-i5, 3t«£*K 

§1 -T 5 T * -ir * $0 #p co ^ ft £ J6ft-r 5 * co 7" n ir * 

[07] *3SW©&* L^HJte^fig^iS. 
m -f 5 T 9 -ir x $0 #fl co ft £r Jift-f 5 It ft co 7° o ir * 

[0 8] ^WtiSftitt^rgFf^^fllSrffltJa-C 
5 fc * co 7° n -k X f * Irmtl 0 V & 5 „ 

2 0 0 X»38« # 

202 £#©3Ffe, T?±x%m<Dwmx 
204 x# y #5? b y • f— if ^ 

2 0 6 ^/-?-h7- 

2 0 8 3C#C0P4 

210 T7°y ->3 > • /■< 

2 12 T—f^—X • yjKv?MJ 

214 !?t-/>h'3yhP-7 

2 1 6 Xtl8ffif|?t-/Vb 

218 il/^ht-^/H 

220 AS^t-^F 

2 2 2 /UMim7°T3^7A 
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